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A Curated Catalog of Must-Read Security Books

"Must-read books for all cybersecurity practitioners—be
What is th they from industry, government or academia—where the
dat IS the content is timeless, genuinely represents an aspect of the

Cybersecu rity community that is true and precise, reflects the highest
: quality and, if not read, will leave a hole in the
Canon PrOJECt ? cybersecurity professional’s education that will make the

practitioner incomplete.”
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* Crowdsourced Recommendations
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* Hall of Fame

How Are . .
" * Niche Audience
Books * Do Not Read
Chosen? * Committee votes on Hall of Fame recommendations

* Remains a candidate for 5 years
* Hall of Fame Winners are awarded each May
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* Read a Security Book
How Can You

Get Involved?

* Write A Review

* Submit the Review, with
Recommendation, to the Committee
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Whitehead Russell

First Principles Thinking SCIENCE IS BASED ON MATHEMATICS, AND

MATH IS BASED ON LOGIC - BUT IS LOGIC

'3:( MoLECULE AS WATERTIGHT AS IT SEEMS?
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“Boiling problems down to their most fundamental truths.”

Source: "Science: A Discovery in Comics,” by Margreet de Heer
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" Boiling problems down to their most fundamental truths.” SEE SYNONYMS FOR sophistry ON THESAURUS.COM

noun, plural soph-ist-ries.
1 asubtle, tricky, superficially plausible, but generally fallacious method of reasoning.

2 afalse argument; sophism.



First Principles Thinking

Aristotle

@ sophlstry 00
AR [ sof-uh-stree ] sHow IP
down to their most fundanemial truths.”
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noun, plural soph-ist-ries.
a subtle, tricky, superficially plausible, but generally fallacious method of reasoning.
2 afalse argument; sophism.

"In every systematic inquiry where there are

, Or causes, or elements, [...]
science result[s] from acquiring knowledge of
these.”
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adjective, guts-i-er, guts-i-est./nformal.

1 having a great deal of courage or nerve:
a gutsy lampooner of the administration.

2 robust, vigorous, or earthy; lusty:

gutsy writing; a gutsy red wine. E I O n M u S k
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What are First Principles?

SCIENCE IS BASED ON MATHEMATICS, AND
MATH IS BASED ON LOGIC - BUT IS LOGIC
AS WATERTIGHT AS IT SEEMS?

USSELL'S PARADOX

A BN?!ER SHAVES ONLY YHOSE
MEN WHO DON'T SHAVE THEMSELVES
- BUT DOES THAT MEAN Hg
SHAVES HIMSELF, OR NOT
)

IT SW\VC MYSELF, bu'{ | ﬁM YME BARBER'
NO SHR OING

First Principle Fundamental : ~wA ’5 4 I >

) .
Th in k| ng Source: "Science: A Discovery in Comics,” by Margreet de Heer
~Challenging the Status Quo

Self Evident

Elementary

Experts Agree

Crucial to understanding
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Preparation Eradication

Identification Recovery

Containment Review lessons learned
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[ Intelligence Sharing ] [

Red / Blue Team Operations ]

[ Adversary Playbooks ] [ Incident response ]

[ Data Loss Protection (DLP) ] [ Cyber Threat Intelligence ]

[ Vulnerability Management ] [ Identity Management ] [ Orchestrating the Security Stack ] Backups Encryption
Crisis Plannin Monte Carlo
[ Security Operations Centers (SOC) ] 9 Simulations

( DevSecOps /SOAR ]

Zero Trust [ Intrusion Kill Chain Prevention ] Resilience [ Risk Forecasting ]

[ Reduce the Probability of Material Impact ]
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A CISO’s world is daunting and overwhelmeing.

Incremental improvements but more technical
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A CISO’s world is daunting and overwhelmeing.

Incremental improvements but more technical
debt.

A first principles mindset can help.
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A CISO’s world is daunting and overwhelmeing.

Incremental improvements but more technical
debt.

A first principles mindset can help.

The network defender’s atomic first principle:
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A CISO’s world is daunting and overwhelmeing.

Incremental improvements but more technical
debt.

A first principles mindset can help.

The network defender’s atomic first principle:

Reduce the probability of material impact to our
organization.

This is what we talked about
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Homework

Listen:
“Principia Mathematica' Celebrates 100 Years” on NPR

“Cybersecurity First Principles” on Cyberwire Pro.

https://thecyberwire.com/podcasts/cso-perspectives-public
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