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https://icdt.osu.edu/cybercanon

The Cybersecurity Canon Project



What is the 
Cybersecurity 
Canon Project ?

"Must-read books for all cybersecurity practitioners—be 
they from industry, government or academia—where the 
content is timeless, genuinely represents an aspect of the 
community that is true and precise, reflects the highest 
quality and, if not read, will leave a hole in the 
cybersecurity professional's education that will make the 
practitioner incomplete.”

https://icdt.osu.edu/cybercanon

A Curated Catalog of Must-Read Security Books 



How Are 
Books 
Chosen?

• Crowdsourced Recommendations

• Committee reads, reviews, recommends
• Hall of Fame 
• Niche Audience
• Do Not Read

• Committee votes on Hall of Fame recommendations
• Remains a candidate for 5 years

• Hall of Fame Winners are awarded each May
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How Can You 
Get Involved?

• Read a Security Book

• Write A Review

• Submit the Review, with 
Recommendation, to the Committee

https://icdt.osu.edu/cybercanon



2020-21 Hall of Fame Winners

https://icdt.osu.edu/cybercanon
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“In a world overloaded by information, we separate the signal from the noise.”

Current Job
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A fun and informative infosec audio 
glossary from the CyberWire.

thecyberwire.com/podcasts/word-notes

The ideas, strategies and 
technologies that senior 
cybersecurity executives wrestle with 
on a daily basis. 

thecyberwire.com/pro/cso-perspectives

Quarterly discussion of the most 
impactful cybersecurity news 
items from the past 90 days.

thecyberwire.com/search?query=Quarterlyt%20Analyst%20Call
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Source: “Aristotle: Biography, History and Contributions,” by World History Edu

"In every systematic inquiry where there are 
first principles, or causes, or elements, […] 
science result[s] from acquiring knowledge of 
these.”

Aristotle



Source: “René Descartes,” by Britanica

“… in order to study the acquisition of 
[knowledge], we must commence with the 
investigation of those first causes which are 
called Principles.”

René Descartes1644
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What is the network defender’s ultimate  First Principle?
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Zero Day 
Vulnerability in 
Obscure and 
Never Used 
Printer Driver.

Older and Wiser

Fatter and Lazier

No energy for that nonsense
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“In a world overloaded by information, we separate the signal from the noise.”

Rick Howard: CSO, Chief Analyst, and Senior Fellow

Email: rick.howard@thecyberwire.com

The ideas, strategies and 
technologies that senior 
cybersecurity executives wrestle with 
on a daily basis. 

thecyberwire.com/pro/cso-perspectives



Risk Forecasting

Reduce the Probability of Material Impact

Zero Trust ResilienceIntrusion Kill Chain Prevention

Identity Management

Incident response

Cyber Threat Intelligence

Backups

First Principle Wall

DevSecOps /SOAR

Monte Carlo 
Simulations

Compliance

Security Operations Centers (SOC) Crisis Planning

Data Loss Protection (DLP)

EncryptionOrchestrating the Security Stack

Adversary Playbooks

Intelligence Sharing Red / Blue Team Operations

Vulnerability Management
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Incremental improvements but more technical 
debt.

A first principles mindset can help. 

The network defender’s atomic first principle:

Reduce the probability of material impact to our 
organization.
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“Cybersecurity First Principles” on Cyberwire Pro.
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