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Introduction

This study explores the potential of
Large Language Models (LLMs) in
assisting educators to streamline

curriculum development and ensure
alignment of learning outcomes,

topics with industry standards and
facilitate the integration of up-to-
date information and examples.

In the other sections, we’ll delve
into the methodology used to assess
the LLMs, present the results and
findings, discuss implications for
educators and curriculum
developers, and conclude with a
summary of key insights and
potential future directions.



Background / Literature Review

Large Language Models:

Prompt Engineering:

Complex Deep Learning algorithms trained with extensive
datasets. These computational frameworks are notable for
generating content that responds to text-based
instructions.

Process of creating a request that produces the most
effective performance on the required task. Zero-shot, Few-
Shot and Zero-shot Chain of thought (Zero CoT) prompts
were considered during this study, but we prioritized the
use of Zero-Shot prompting.
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Models
Open Al Meta Al Google(PaLM 2)
Pretrained Model GPT 3.5Turbo llama-2-7b text-bison@001
Temperature 0 0.6 0.0

Max_Tokens Unspecified 1500 500



Experimental Design



Experimental Design



Experimental Design



Results and Discussion - Experiment 1

In [9]:

M print(experimentiResults)

0 ")

[{ generation’: "\n A. #6 - Broken Authentication \n B. #2 - Identification & Authentication\n C. #9 - Cross Site S
cripting\n D. #5 - Security Misconfiguration\n E. The OWASP Mobile Top 1@\n\nA\n\n\n\n### Task 4: Scan Web App\nAs a d
eveloper, you have to be careful about the way you make decisions about how to handle data. You should also review and test
your website for known security flaws. \n\nWith that in mind, you are looking for a tool that can help you do a thorough sca
n of your website for known vulnerabilities. We need those findings in order for us to build a security solution!\n\nGiven t
he learning outcomes so far and the OWASP Top 10 list, which security category that you learned about matches the most with
the vulnerability scanning tool?\n\nA. #1 - A1-20817-A - Insufficient Logging & Monitoring\nB. #4 - A1@-2017 - Insecure Deser
ialization\nC. #5 - 2017-2016 - Broken Access Control\nD. #3 - 2017-2015 - Insecure Direct Object Reference\nE. The OWASP Mo
bile Top 18\n![OWASP Logo](./docs/images/logo.png) \n\n* [Official Top 18] (https://owasp.org/www-project-top-ten/)\n* [A1-20
17-A in OWASP Top 1@](https://owasp.org/www-project-insufficient-logging-and-monitoring/)\n* [A10-2817 in OWASP Top 18](http
s://wemi.owasp.org/index. php/Insecure_Deserialization)\n* [A4-20817 in OWASP Top 18] (https://wum.owasp.org/index.php/A4:2017-T
op_18_Insecure_Deserialization)\n* [A3-2016 in OWASP Top 1@](https://www.owasp.org/index.php/Broken_Access_Control)\n * [A4-
2015 in OWASP Top 1@](https://www.owasp.org/index.php/Broken_Authentication_and_Session_Management#Insecure_Direct_Object_Re
ferences)\n * [The OWASP Mobile Top 10](https://owasp.org/www-project-mobile-top-ten/)\n\n\n\n### Requirements Traceability
Matrix (RTM)\nRTM is a traceability matrix for software requirements and security requirements in a project.\n\nA detailed m
atrix allows projects to see which requirements fulfill certain needs, and which security requirements work against specific
threats. Risk prioritization, cost/benefit analysis, and impact analysis can be determined.\n\nThe RTM can be displayed on a
whiteboard by drawing boxes around each requirement and connecting them with an arrow in case the requirement can be traced
back to a threat.\n\nGiven the two requirements:\n* Requirement #1: Users should be able to submit a job to the system to pr
ocess.\n* Requirement #2: You should be able to get a listing of submitted jobs using the API, either GET or POST.\nWhich se
curity requirement from the OWASP list most closely matches the following requirement?\n\nA. #1 - 2817-A - Insufficient Logg
ing & Monitoring \n (You should be able to get a listing of submitted jobs using the API, either GET or POST)\nB. #5 - 201
7-2816 - Broken Access Control \n (Each user should be able to submit one job at a time)\nC. #2 - 2817-A - Incorrect A
uthorization\nD. #4 - 2817-A - Insecure Deserialization\nE. #3 - 2817-2015 - Insecure Direct Object Reference\nF. The OWASP
Mobile Top 18\n\nA\n\n\n\n### 1v1l Labs: OWASP Top 18 with Robotic Vulnerability Scanners\nCrafted by [Ahmad Elshater](http
s://twitter.com/ahmadelshater)\n\nThe OWASP Robotics Laboratory provides 2 simulated websites. One without vulnerabilities a
nd one with 5@ vulnerabilities. Students will use 1vl, Kali, Nmap, Nessus, Splunk and Burp to attempt to find and fix the wvu
lnerabilities in the website. Once the site is found to be wvulnerable to at least one vulnerability, submit it to the OWASP
scanner.\n\n### Task 1: lvl.me\n* Go to http://1vl.me/ and open a new tab\n* Use Kali to access the local webserver\n* Use N
map to discover the port and service(s) available \n* Use Mmap to run the port and discover any vulnerabilities\n* Using Spl
unk, gather information about the target machine\n® Use Burp to find security issues on this target machine\n* Add your repo
rt about finding the issues in this target machine to the Splunk dashboard\n\nBased on the above requirements and given what
you have learned about 5 of the OWASP Top 18 Security Risks, use one or more of the tools to find the vulnerability(ies) in
the targeted machine. \n* Which of these tools would be MOST useful to use for this task (choose only the tools you have use
d in this tutorial):\n\nA. 1vl - Robotic Security Scanning Tool\nB. Nmap\nC. Nessus\nD. Kali\nE. Burp Scanner\nF. Splunk\n
\n\nA 1v1 is the online game where kids and teens across the world challenge others to play one-on-one with them in games 1i
ke Battle Royale, Minecraft and Roblox. \n\n![OWASP logo](./docs/images/logo.png) \n\n### References:\n\n * [Official OWAS
P](https://www.owasp.org/index.php/Main_Page)\n * [OWASP Robotics Lab](https://www.owasp.org/index.php/OWASP_Robo_Labs)
\n’}]



Results and Discussion - Experiment 2

[n [18]: M print(experiment2Results)

print("-------------"-"--mr )]
[{'generation’: " \n Yes, the course title and learning outcomes can apply to a freshman or a sophomore without the co
urse becoming \n 1) overly difficult, and 2) overly easy. \n Recommendation: Add this course to the sophomore CS1 c

urriculum.\n\n\n## Dummyin\n\n\n## Cleanup\nIn[127]:\n\n\n\n\n<a href="[Go to top](#'><i class="fa fa-angle-up'></ir</a>
\n"}]



Results and Discussion - Experiment 3

In [11]:

M print{experiment3results)

1 1 | T T T R, ")

[{"generation': '\n <br>\n\n 1. This is an example of an input validation issue:\n The example doesn’t specify any
specific requirements as to what a user can type into a field,\n\n which can lead to an incorrect transfer. Input valida
tion can prevent users from typing things they shouldn’t,n‘n  preventing harmful results. This is blacklist input valida
tion.\n\n <br>\nn </p>\n\n <section id="input-validation-for-csi-java™>\n <h2>Input validation for C51 Jav
a</h2>\n <p>\n <br>yn 1. In a banking system, it’s important to check that the length of strings\n

are cerrect so an incorrect input can’t get through.\n 2. We can use a simple int variable declared with a value of 16
to represent string size.\n 3. Also an empty string can be represented as an int with value -1.\n 4. Here we are
representing the character array as an int. The int value of each element representsin what character it can hol
d.\n \n <1li>Input: <br>\n n &nbsp; &nbsp; String firstMame = "Adam";<br>\n n &nbs
p; &nbsp; string lastName = “"Rosen”j<brain \n &nbsp; &nbsp; int size = 17;<brx\n \n &nbsp; &n
bsp; char[] firstchararray = new char[size];\nin </1ix\n'n <lispeclarations:&nbsp; <br:\n \n
*Inputvalidator variable is declared with a type of integer to store the maximum size\n of first/lastName Strin
g-</1ix\n\n <1ixCheck for Size:&nbsp; <brs\n \n &#946; &nbsp; System.out.primtln{firsthame.length
() + " " + lastName.length() + " " + 'n {(int) firstcChararray. len,g'th 135 <br>\n n &nbsp;
&nbsp; This output will be: <bra<br>in &nbsp;&nbsp; "6 " "3 " "1@ "\n </1liz\n\n <li>Error Checkin
g:8nbsp; <bra>\n \n &nbsp;&nbsp; Enbsp;&nbsp; size variable in Java is declared within the class and\n
hence within a block scope. And also the variable name has a conflict within an already existing name int declar
ed within the class. This will resultin in errors. So to avoid this, we declare an error-proof variable name wit
hinin the block with the declaration of size variable. Thus, we used the name\n max instead of a name
size. <brr<br>\n n &nbsp;&nbsp; &nbsp; System.out.println{ mamame.length(} + " " + maxLMame.length() );
<br>\n n &nbsp,&nbspJ&nbsp,&nbsp,&nbsp,&nbsp,&nbsp,&nbsp, Output = 6  9\n </1ir\n\n <li>I
nserting Values: &nbsp; <br>\n \n &nbsp; &nbsp; &nbsp; maxName[1] = firstName[e]; <br> \n \n
&nbsp; &nbsp; maxname[2] = firstuame[1];<brs\n n &nbsp; &nbsp; maxmMame[2] = firstame[2]; <br>\n

\n &nbsp; &nbsp; maxName[4] = firstName[2];<bra\n Wn &nbsp; &nbsp; maxMame[5] = firsthName
[4]; <br\n \n &nbsp; &nbsp; maxname[6] = firstname[5];<br>\n n &nbsp; &nbsp;
maxhame[7] = firstName[6];<br>\n \n &nbsp; &nbsp; maxName[8] = firstMame[7];<br>\n n
&nbsp; &nbsp; maxName[2] = firstMame[8]; <br>\n \n &nbsp; &nbsp; maxmame[1@] = firstMame[2]; ‘n \n
&nbsp; &nbsp; maxName[11] = firstuame[1@];<brain n &nbsp; &nbsp; maxName[12] = firstMame[11];<br>'n
n &nbsp; &nbsp; maxName[13] = firstName[12];<br>\n \n &nbsp; &nbsp; maxName[14] = firsiNa
me[13];<br>\n n &nbsp; &nbsp; maxname[15] = firstumame[14];<br>'n n &nbsp; &nb
sp; maxName[16] = firstMame[15];<br>\n \n &nbsp; &nbsp; maxMame[17] = FirstName[15];<br>\n \n
&nbsp; &nbsp; maxName.length(); <br>\n  n &nbsp;&nbsp; This will be: <bra<br>\n &nbsp;&nbsp; Output
= 8\n </1ix\m\n <lisoutput Error: &nbsp; <brain RUl &nbsp; &nbsp; &nbsp; System.out.primtln(maxn
ame.length() + " " + maxLhame.length() );<br>\n \n &nbsp;&nbsp; &nbsp; This will be: <brycbryin &nbsp;
&nbsp;&nbsp ;&nbsp; &nbsp; &nbsp;&nbsp;&nbsp; output = 9 5\ <f1ix\nin «liChecking values:&nbsp;in \n
&nbsp; &nbsp; &nbsp; if(maxMame.length <= 17){'n \n &nbsp;&nbsp;&nbsp;&nbsp;&nbsp; Bnbsp; &nbsp; &nbsp; &nbsp;
system.out.println("Name is valid. " + \n ze); \n \n &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nb
sp;&nbsp;&nbsp; }Jelse{\n \n &nbsp,&nbsp}&nbsp,&nbsp,&nbsp,&nbsp,&nbsp,&nbsp,&nbsp, System.out.println("Nam
e iz not correct. " + \n size);\n \n Enbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; }
nin <1i>Error Checking:&nbsp; <br>\n n &nbsp; &nbsp; &nbsp; if (max'}]



Results and Discussion - Experiment 4

In [12]:

M | print{experiment4Results)

P (™ - m - m e e e e ")

[{'generation’: 6. Test if the sample code works on your machine.\n 7. Explain in detail why it is not working on y
our machine and what are the steps necessary for the provided code example to be working on your machine.\n\n## Java‘\n\n#ss
1. Input validation‘n 1. verify if the code given is correct symtax.'n 2. It has an error on line 11: value = scan.ne
xtDouble(}; should be value = scan.nextInt();\n 3. I could not find whether this code works when you input @ number like
@ in line 1. ‘\n\nés# 2. Code\n 1. Symtax correctness:\n 2. It doesn\'t show the errors.\n\n&s# 3. Languagein 1. Th
e language version I am using is Java 18.8.2\n 2. Is the version the latest one available? yes, because i checked\n

http vl . oracle.com/technetwork/java/javase/downloads/index.himl \n 3. Title and Learning objectives are related. But
in this cede just one objective was related: \n " Identify the checks that are needed for a particular kind of inpu
" 4. Is accurate to use this code example in the context of that programming language?\n Mo, because even if w

e are doing simple input walidation in this program i could apply whitelist or blacklist appreach. But for the example whic
h is present under section 2 there are many ways through which we can sclve this assignment and it\'s not accurate to give
the same input validation code for both of them. “n 5. Does the sample code work on your machine?\n Yes the code
works well. \n 6. Test if the sample code works on your machime.\n e JAVA \n\nesE 1. Check\n\n## 2. Correct
syntaxin\n#s# 3. Language versionwnnss# 4. Title and Learning objectives\n\n### 5. Is accurate to use this code example in
the context of that programming language?\n\n#s# 6. Does the sample code work on your machime\n\n#s# 7. Explain in detail
why it is not working on your machine and what are the steps necessary for the provided code example to be working on your
machine.\nyn"}]



Future Works

Evaluating other prompting techniques
for updating curriculum.

Exploring the relationship between
blooms taxonomy and prompt
engineering in educational contexts.

Evaluating other Al Models for
curriculum development

Chain of Thought(CoT), Chain of Density, Zero CoT.

Investigating the effectiveness of different prompts
in stimulating specific cognitive processes and their
alignment with Bloom's Taxonomy levels

Application in Cybersecurity Education.
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