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What is RFID Technology?

* RFID technology is relatively new to the automotive industry starting
in the late 1980s and early 2000s becoming first introduced in cars for
keyless entry and ignition.

* Key fobs are little remote controls that contain an RFID chip and
antennae which can interact with a RFID reader to receive power and
transmit a signal back to the vehicle (Smith, 2016).
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History & Evolution of RFID in Cars

* The original key fobs were vulnerable to cloning and man-in-the-
middle attacks as RFID is susceptible as there were no secure security
implications set in place at the time. However, the integration of basic
encryption into RFID systems in the mid-2000s became a huge
accomplishment for heightened security and vulnerability mitigation

(Thornton & Lanthem, 2009).

* The addition of basic encryption paves the way, allowing for a more
secure utilization of RFID technology in vehicles.
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Recent Innovations in RFID Security

* One innovative RFID security feature recently added uses a pseudo-
random sequence generator that allows for a unique unlock sequence
to occur after every use.

* The overall purpose of these features is to prevent carjacking from
occurring, provide a more secure environment, and to allow for the
potential of RFID use to occur in other areas besides vehicles.
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Initial Vulnerabilities & Replay Attacks

* The original replay attack, which proved effective on many older
vehicles, involved capturing a specific frequency once and then
perpetually reusing it as cars would use a static code when RFID
technology first came out (Smith, 2016).

* Although this worked on older models, this method has become
obsolete with the newer vehicles due to the addition of rolling codes
and encryption



RollJam Attacks

* A new vulnerability in these vehicles has
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RollBack Attacks

* There’s another attack similar to RollJam
attacks known as a RollBack attack which
has the same premise except the attacker
lets the second signal go through without
jamming it.

* By doing this, the attacker can replay the

two unlock signals consecutively which will
grant access multiple times.

* This works by causing the vehicle to o
resynchronize with a previous code when
using the first jammed code to roll back

and then the second unlock signal lets the
attacker in (Csikor, 2022a).
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MFR & Vulnerabilities

Car Make Model 'Mfg. date | RKE manufacturer | RollBack ("varli"an"t")'

. Model 1 (hybrid) 2016 Mir, 1- chip 1 RnHBurAfé““{"]
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The Role of HackRF One
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* The HackRF One can capture and send
signals

* The HaclgRli One allllows attackers to be |
ve articular as all communication signals -
thefty e%qit a radio frequency must be - | GREAT SCOTT GADGETS ]

registered with the Federal Communications
Commission (FCC) (Csikor et al., 2022).

* Essentially, you can look up the FCC ID of
the key fob and determine the frequency it
operates on.

* The FCC ID provides valuable insight into a [CC ID
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configure tools like the HackRF for signal
interception and analysis.



Implementation (RollBack Attack)
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Implementation (RollBack Attack Pt. 2)
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Conclusion

* RFID technology has since adapted from static codes and now use rolling codes,
encryption, advanced modulation schemes, mutual authentication processes, and
more in order to improve security.

* Unfortunately, 1t’s difficult to determine exactly what vehicles would be
vulnerable to a RollBack and RollJam attack without all the necessary information
as not every company uses the same MFR’s.

* As technological advancements continue to occur, 1t’s important that we continue
to fortify security measures so that people can feel safe and not have to worry 1f
somebody will steal the radio transmissions that allow for access to their car.
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