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Introduction
I n Februa ry  20 22,  the U.S . sa w  one of the f irst sta te-sponsored a tta cks 
a ga inst a  U.S . commercia l sa tellite  compa ny ,  V ia S a t.

R esea rchers ha v e found ov er the la st deca de,  w ith the 
increa se of  deploy ed sa tellites,  the number of  
cy bersecurity -rela ted ev ents is ma tching this trend.

How  do w e help bridge the ga p in cy bersecurity  a nd  
sa tcom know ledge?
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How  do w e bring this into a  course a nd implement the 
a ctiv ities.



Research Goals

Pra ctica l Ex perience
Undergraduate and 
graduate level that exposes 
students to antenna design,  
satellite communication,  and  
cybersecurity R eproducible Ex perience

Create a cost effective 
practical experience that 
can be repeated 

W ha t’s out there?
Find out what Low Earth 
Orbiting satellites are 
available in W est K entucky
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S DR  Use in the C la ssroom
Develop exercises for SDR  
use in the classroom



Educa tion Objectiv es a nd C urriculum 3

I nterpret a ntenna  design requirements. 

Lea rning Objectiv es

C onstruct a n a ntenna  ba sed on frequency  requirements.

A ssemble a nd test  a ntenna  w ith a n softw a re defined ra dio.

Under Gra dua te

Gra dua te

C omposing timing a nd ta rgeting list for specif ic sa tellites.

A ssess tra ff ic ca ptures from sa tellite  communica tions. 



Educa tion Objectiv es a nd C urriculum C ont.  4

C ourses 

Undergra dua te  a nd Gra dua te- I ndependent S tudy

Undergra dua te- I ntroduction to w ireless course.

A ssignment Ex a mple

A ntenna  R esea rch

Go out online a nd resea rch a n a ntenna  design tha t ca n be 
used to ca pture ra dio frequency  on the 24 3-270  MHz  
ra nge.  Plea se w rite a  sy nopsis of  y our f inding a nd 
rea soning for selecting this design a nd prov ide a  link a nd 
require ma teria ls.



Tria l a nd Error

DES IG N
Using the article Hunting for 
Space R adio Pirates on the 
US Military Fleet SA TC OM 
Satellites as a reference,  the 
frequency range 24 3-270 
MHz was identif ied as the 
communication range utilized 
for pirate communications.  

• V eins were created. 
• 3d Printed mounting 

brackets
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A ntenna  Pha ses 6

A ntenna  1 a nd 2 

• C onsidered sev era l designs
• Turnstile  w a s chosen
• S ev era l DI Y  projects ha v e utilized this 

design
• S a me design a s A ntenna  3 (production)
• R F ra nge centered a t 255.55 Mhz 



A ntenna  Pha ses 
cont.
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TS E A ntenna  3

L-C om Mesh A ntenna  4  

The a ntenna  tha t w a s procured w a s a  TS E 
bra nd Light W eight TA C S A T 0 3.  This model 
w a s designed for a  frequency  ra nge v ery  
simila r to the other student-built a ntenna s 
(24 3-318 MHz).

L-C om mesh dish a ntenna  w a s designed for 2.4  Ghz W i-
Fi.  This a ntenna  ga v e the tea m the ca pa bility  to receiv e 
signa ls from other frequencies.  The mesh dish could 
cov er frequencies from 1 to 3 GHz.  



S DR  a nd Ta rgeting
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R esults

• They found that it was harder to set the direction, and the 
capture timing was critical to see the satellite communications 
successfully.

• The majority of received transmissions came from Antenna 4 
(mesh dish) around 1 GHz. This received traffic was highly 
variable in signal quality.

•  Another area that needs more research is how higher-end 
software defined -radios would work in Western Kentucky 
since these software-defined-radios would have a better 
frequency range since we used a low cost SDR. 
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CONCLUSION
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Grea t pra ctica l ex perience 

S etup a nd ca pturing is ha rd

Good ex ercise to implement in the cla ssroom a nd  
w orks grea t for a  independent study  project. 



THANK YOU
QUESTIONS
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